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From the Founder’s Desk

“Privacy is no longer a compliance formality — it is an
organisational instinct, a cultural commitment, and a promise at
the heart of every digital interaction.”

The Digital Personal Data Protection Act, 2023 and the DPDP
Rules, 2025 mark a defining moment in India’s regulatory
journey. Much like every compounding order tells a deeper
story, every clause of this new data protection regime reflects
an evolving understanding of how India envisions trust,
transparency, and digital accountability.

Anuroop Omkar
Beyond compliance checklists and implementation calendars Founding Partner

lies a more profound narrative: one that challenges
organisations to reimagine the very foundations of governance
and risk stewardship in a data-driven economy. Each consent
notice issued, each security safeguard implemented, and each
breach protocol rehearsed becomes a reflection of how
seriously an organisation values the dignity and rights of the
individuals it serves. Whether an NBFC navigating complex -
KYC portfolios, a FinTech scaling algorithmic decisioning, a  Kritika Krishnamurthy

payment provider securing high-velocity transactions, or a Founding Partner

healthcare institution safeguarding sensitive medical records—

every data touchpoint today carries the weight of expectation. Under DPDP, lapses

are no longer mere operational misses; they are signals of deeper gaps in culture,
systems, and foresight. We view this regulatory shift not as a constraint but as an
opportunity.

The DPDP framework offers organisations a moment for introspection—a chance
to rebuild data flows with clarity, redesign consent with honesty, and reinforce
systems with resilience. Compliance is no longer a reactive patchwork; it is a
forward-looking investment in credibility, risk mitigation, and long-term value
creation.

As the roles of Data Fiduciaries, Data Protection Officers, and Consent Managers
take shape, the real test will be whether organisations can embed privacy not at the
margins, but at the core of decision-making. This report underscores that DPDP
compliance is not a finite project, but a continuous journey—one that demands
vigilance, empathy, and the courage to evolve.
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Executive Summary

The Digital Personal Data Protection (DPDP) Act, 2023 and the DPDP Rules, 2025 together
establish India’s most comprehensive framework for governing digital personal data, placing clear
and enforceable obligations on all organisations that collect or process such data. The regime
mandates purpose-specific, unbundled consent, standalone privacy notices, user-friendly consent
withdrawal, and stringent data minimisation practices. It requires businesses to implement
reasonable security safeguards—such as encryption, access controls, audit trails, and breach
reporting to both users and the Data Protection Board (DPB)—while also granting individuals
legally enforceable rights to access, correction, erasure, and grievance redressal.

Sectoral laws such as RBI guidelines, PMLA, and healthcare regulations continue to take
precedence where stricter retention or operational requirements apply. Across industries, the
implications are significant. NBFCs must harmonise DPDP with RBI's data security and KYC
retention mandates while strengthening consent, governance, and breach readiness.

FinTechs face extensive redesign of app flows to ensure unbundled consent, data minimisation,
algorithmic accountability, and integration with the emerging Consent Manager ecosystem.
Payment systems and PPI issuers must overhaul their onboarding journeys to present standalone
notices, enforce strict purpose limitation for transactional data, and enhance incident response
and user rights interfaces. Healthcare providers must adopt stronger patient data privacy
practices, implement verifiable parental consent for minors, and manage sensitive medical
information with digitised, secure, and DPDP-aligned processes while benefiting from emergency-
care exemptions.

Across all sectors, the Act and Rules require organisations to invest in data mapping, system
upgrades, internal training, processor contract re-engineering, and governance structures—
potentially including Data Protection Officers and impact assessments for significant data
fiduciaries. While compliance demands substantial operational uplifting, the DPDP framework
ultimately enhances consumer trust, reduces legal and reputational risk, and aligns India with
global data protection standards, making privacy a central pillar of digital business strategy across
NBFC, FinTech, Payments, and Healthcare ecosystems.
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Implementation Calendar

What is in force From when Implications for Compliance and Tech

Data Protection Board Immediately e Appointment of key officials of the Board to
commence.

e Expect rollout of advertisements for
recruitment of officers.

¢ No compliance at corporate end.

Registration of Consent Managers | November 14, Fintech having digital infrastructure for
2026 (12 months consent management to start prepping to get
from notification) regulatory registration.

Consent Notice while obtaining
Personal Data

Implementing Reasonable Security
Safeguards for Data Fiduciary

Obligations on Personal Data
Breach

Data purge timelines for notified

sectors
Commence gap analysis and preparation.

Appointment of Data Protection May, 14, 2027

Officer

Guidelines on Personal Data
Processing of Children and
Differently Abled

Additional Obligations of
Significant Data Fiduciary

Commencement of obligation to
supply data for Data Fiduciary and
intermediary




Non-Banking
Financial Companies
(NBFCs)

A New Strategic Imperative for NBFCs




Non-Banking Financial
Companies (NBFCs)

6. Credit Information and i

| =n 1. Customer Data Protection
Algorithmic Use Ed

| ©=) and Consent

Credit Scoring Exemption Privacy Notices

Data Correction Rights Opt-in Consent

Lawful Data Collection Withdrawal of Consent

5. Data Governance and ! a
Accountability ool p , 8-[ o 2. Internal Stakeholder Data

Data Fiduciaries Employment Purposes

Data Protection Impact

. Privacy Notices
Assessments DPDP Act Compliance d

— Voluntary Consent
Algorithmic Transparency

4. Data Security and Breach &
Response ~—L0

3. Regulatory Compliance vs.

| kv@ Data Deletion

Mandatory Safeguards KYC Records

Breach Notification Retention Limits

Incident Response Plans Erasure Exceptions

Customer Data Protection and Consent

NBFCs must provide clear, standalone privacy notices to borrowers and other customers, listing
exactly what personal data is collected (e.g. identity details, financial information) and for what
purpose.




Internal Stakeholder Data (Employees and

Privacy
Notices

Standalone notices
for data protection.

Frictionless
Withdrawal

Easy and smooth
process to revoke
consent.

Partners)

Separate Opt-
In

Granular
Consent

Distinct choices for
marketing and
cross-selling.

Specific and detailed
consent options.

Immediate
Stop

Processing halts
instantly after
consent is
withdrawn.

Redesign
Forms
Improve consent

forms and
onboarding.

The DPDP Act classifies employees’ personal data under the “legitimate uses” exemption for
employment purposes

Classification
under Legitimate
Uses

Employee data (salary,
performance,
background checks) can
be processed without
consent if necessary and
proportional for
employment er fraud
prevention.

Privacy Notice
Obligation

Provide staff with privacy
notices detailing data
collected, purpose, and
security measures.

Employee Rights as
Data Principals

Employees retain rights
to access, correct, and
withdraw consent for
optional processing
beyond employment

scope.

Voluntary Consent
for Optional
Activities
Ensure consent for
wellness programs,

photos, etc. is trul

voluntary to avoi
coercion claims.

Practical Approach

Use employment
purpose basis for routine
HR processing; seek
consent only for activities
outside scope, with
ability to decline without
penalty.




Regulatory Compliance vs. Data Deletion

NBFCs are already governed by RBI and other laws that mandate certain data handling
practices. The DPDP rules explicitly defer to sectoral laws where necessary — for example,
Know-Your-Customer (KYC) records must be retained for 10 years after an account is closed as
per PMLA (anti-money laundering) rules, and this legal requirement overrides any individual's
request to erase data earlier.

DPDP Defers to Sectoral Law

Sectoral laws override DPDP rules;
e.g., KYC records must be kept for

- 10 years under PMLA, even if
erasure is requested.

Purpose Limitation &

Minimisation

Q Erase personal data once its
purpose is fulfilled; don't retain
extra info “just in case.”

Prior Notice
o Give users 48-hour notice before

erasure (Rule 8).

@

Iad

Legal Mandate Overrides
Erasure

Data need not be erased if
retention is legally required; NBFCs
can deny deletion to comply with
RBI rules.

Retention & Inactivity Rules

Delete or anonymise data after
user inactivity (typically 3 years)
unless law requires longer
retention.

Data Mapping & Compliance

Map all data and set retention
timelines aligned with DPDP and
financial regulations.

Data Security and Breach Response

NBFCs must bolster their IT and cybersecurity frameworks in line with Rule 6 of DPDP.
Mandatory safeguards include encryption of sensitive data, masking or tokenisation of
identifiers, strict access controls, audit logs, and regular data backups. Many NBFCs already
follow RBI's IT security guidelines, but DPDP formalises these as legal obligations with
penalties.




Data Security and Breach

Response
Regulatory
Strengthen IT & Compliance Dual Breach Notifications
Cybersecurity
Formalising RBI Promptly informing Update Response Plans
MNBFCs must align guidelines as legal affected parties and Data
frameworks with DPDP obligations with Protection Board ("DPB") Align with the strictest timeline among
Rule 6. penalties of data breaches. regulators

0007800780
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Mandatory 1-Year Data Retention Additional Alerts Vendor Reporting & Alignment
Safeguards
Personal data, logs, and MNotify RBI (24 hrs) and CERT-In (& hrs) for Outsourced vendors must
Implementing encryption, processing records must major incidents. report breaches within 2
masking/tokenisation, be kept for breach hours. Ensure vendor
access controls, audit detection alerts enable NBFC
logs, and regular compliance with DPDP
backups. timelines.

Data Governance and Accountability

Under DPDP, NBFCs will be considered Data Fiduciaries (or even Significant Data Fiduciaries if
they process large volumes of personal data).

Data Fiduciary Status
NBFCs under DPDP are Data Fiduciaries;large processors may be Significant Data Fiduciaries (SDFs).

Extra Compliance for SDFs
Includes annual DPIAs, independent audits, and algorithmic transparency checks.

Bias & Algorithmic A nents
Automated credit scoring must be tested for bias and rights impact.

Data Localisation
SDFs may need to store certain sensitive data (e.g., financial info) in India if mandated.

Good Governance for All

Appoint Data Protection Officer/team, train staff, integrate DPDP into board-level risk management.

High Penalties

Non-compliance can cost up to INR 250 Crore or 2 per cent of global turnover; treat as critical
compliancerisk.




Credit Information and Algorithmic Use

One specific relief for NBFCs is that processing personal data for credit scoring and
creditworthiness assessments is explicitly recognised as a “legitimate use” exemption under
Section 17 of the Act. Section 17(4)(f) permits handling data without consent if “necessary to
ascertain a borrower’s creditworthiness”.

=3

i

Lawful Source

Data used must be
lawfully obtained (e.g.,
Bank statements
collected with consent
or legal basis).

Legal Basis

Section 17(4)(f) allows
processing without
consent for
creditworthiness
checks (e.qg., Credit
bureau reports,
financial history).

=

Document
Exemption Use

NBCs should record
when relying on this
exemption and limit it
to genuine credit
checks.

Right To
Correction

Data principals can
demand correction of
inaccuracies under
DPDP and credit
bureau rules.

Dispute
Channels

NBCs must provide
mechanisms for
customers to dispute
or correct data and
link these to bureau

processes.




Operational Implications

Complying with DPDP will require NBFCs to invest in data mapping and IT system upgrades.

Harmonising DPDP with RBI

| % Investment in Data Mapping

and IT Upgrades

Guidelines

Data Mappin
DPDP Alignment PP

. IT Upgrades
RBI Alignment

& | Inventory and Map Data
Staff and Agent Training 5‘3 L Flows

DPDP Training @ Data Inventory
Agent Training Data Flow Mapping

Operational
Implications for the
Client

Customer Consent @ ! I Gopr Compliance for Cloud and
Dashboards 0=> Offshore Processing

Cloud Compliance

Transparency

Control Offshore Compliance

=0 Consent Lifecycle
@Z=] Management Tools

Consent Collection

Consent Withdrawal

e Investment in Data Mapping: Complying with DPDP will require NBFCs to invest in data
mapping and IT system upgrades.

* Inventory and Map Data Flows: They should inventory all personal data they hold (customer,
employee, partner data) and map data flows, including any cross-border transfers.

e Compliance for Cloud and Offshore Processing: NBFCs may have been using cloud services
or offshore processing — under DPDP, therefore, they must ensure such processors enter into
standard contractual clauses (SCCs) or agreements binding them to DPDP standards
(including breach notification to the NBFC, confidentiality, etc.).




Consent Lifecycle Management Tools: NBFCs will also need to build or integrate tools for
consent lifecycle management — possibly leveraging emerging Consent Manager systems.
Customer Consent Dashboards: For example, NBFCs could allow customers to manage
consents via a central consent dashboard or through third-party Consent Manager
platforms registered under DPDP (which will be available by 2026).

Staff and Agent Training: Internally, NBFCs must sensitise their staff and agents: front-end
teams should be trained to present privacy notices and handle customer data requests; IT
teams must implement encryption and logging; compliance teams should prepare for
timely breach reporting and interfacing with the DPB in case of complaints.

Harmonising DPDP Obligations with RBI Guidelines: In summary, NBFCs faces a
considerable compliance uplift, but many DPDP requirements align with existing financial-
sector norms (e.g. RBI's localisation mandate for payments data and cybersecurity
frameworks). NBFCs must proactively harmonise RBI guidelines with DPDP obligations —
for instance, by layering new consent/rights management processes on top of their robust
security and record-keeping systems — to mitigate duplication and ensure smoother
compliance




Fintech Companies

A New Compliance Frontier for Fintech
Companies
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Fintech Companies
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Consent
Management
and User
Autonomy

Cross-
Border Data
Transfers
and
Localisation

Algorithmic
Accountability
and Al Use

Consent Data
Managers Minimisation
and and Purpose
Embedded Limitation
Finance

Consent Management and User Autonomy

FinTech companies must adopt a user-centric approach to data consent under DPDP.
Traditionally, many fintech apps bundled consent into their terms of service or assumed

consent for broad uses. Now, they are required to provide unbundled, specific consents for each
purpose of data processing.

Specific
Consent

Seek separate
explicit consent for
each additional
purpose beyond the

primary one

Competitive
Advantage

A Consent Manager
dashboard enhances
transparency and
trust, becoming a
competitive
differentiator.

cMs Key
Implementation

Obligations

Provide users with a

Implement Consent dashboard,
Management

Systems (CMS) for withdrawal, and

seamless consent maintain an
management. auditable log.

frictionless

Compliance
Timeline

Start aligning with
the ecosystem early
to smooth out
integration issues.

Designing for
Consent

Simplify privacy
notices and redesign
UX flows for freely
given, specific,
informed consent.




Specific Consent for Each Purpose: Apps must seek separate explicit consent for every
additional use beyond the primary purpose (e.g., marketing or partner data sharing).
Implementing Consent Management Systems (CMS): FinTechs should deploy CMS for easy
consent giving/withdrawal. They can integrate licensed Consent Managers or build Rule 4-
compliant interfaces.

Key Obligations for FinTechs: Provide a consent dashboard, enable one-click withdrawal, and
maintain an auditable consent log.

Designing for Freely Given, Specific, Informed Consent: Simplify privacy notices and redesign
UX with clear, separate consent options for different data uses.

Competitive Advantage Through Transparency :A well-designed Consent Manager dashboard
can boost trust and differentiate fintech platforms.

Timeline for Compliance: FinTechs should start aligning with this ecosystem early — the Rules
allow one year (till late 2026) for the Consent Manager framework to kick in, but early adoption
will smooth out integration issues.

Cross-Border Data Transfer and Localisation

Tech Architecture Default
) Permission
Design systems to allow
future localisation and DPDP allows overseas
monitor government transfers unless
notifications under restricted by the
DPDP Rule 15. government.

Vendor Contract

Updates Significant Data

Fiduciary
Include DPDP clauses in Obligations
contracts with foreign
vendors for
confidentiality, breach
reporting, and user
rights compliance.

Significant Data
Fiduciaries may need to
localise critical data.

DPDP Protections for Existing Sectoral
Overseas Transfers Regulation

Data sent abroad must
retain DPDP protections
through secure transfer

mechanisms.

RBI's directives require all payment data
(cards, UPI transactions, etc.) to be stored
only in India. So a FinTech involved in
payment aggregation or wallets is likely
already compliant on that front.




Algorithmic Accountability and Al Use

FinTech innovation often involves algorithms — from credit scoring models and fraud detection
systems to robo-advisors for investments. The DPDP Rules impose responsibilities to ensure that
automated processing does not violate user rights or introduce bias/unfairness, especially for

Significant Data Fiduciaries.

Annual Algorithmic
Assessments for SDFs:

Significant Data Fiduciaries
must audit Al models yearly for
bias, explainability, and fairness.

Voluntary Audits for Non-SDFs:

Non-SDF FinTechs should adopt
privacy-by-design audits and
certifications to demonstrate

compliance.

Data Protection Impact
Assessments (DPIAs):

SDFs must conduct DPIAs for
new tech or large-scale sensitive
data processing, documenting
risks and mitigations.

Creditworthiness Exemption:

Credit scoring under Section 17
doesn't need separate consent,
but accuracy and correction
rights must be ensured.

Oversight by Data Protection
Board:

Assessment reports can be
requested by the Board, so
compliance documentation is
critical.

Transparency and
Contestability:

FinTechs should provide clear
reasons for decisions and allow
customers to contest them,
aligning with global Al ethics.

Consent Managers and Embedded Finance

A unique challenge arises for embedded finance solutions - e.g., a fintech service embedded in
an e-commerce app or a ride-hailing app offering credit. In such cases, user data flows from the
main platform to the fintech provider.

Embedded Finance
Data Sharing

In embedded finance
(e.g., credit in e-
commerce apps), both
the main platform and
fintech may act as
independent Data
Fiduciaries or Data
Processor. They must
disclose data sharing and
obtain consent for
specific purposes.

Consent for
Specific Use Cases

If a wallet in a shopping
app uses shopper data
for identity verification or
pay-later eligibility,
explicit consent for that
purpose is required.

Role of Consent
Managers

Consent Managers
provide a unified
interface for managing
consents across apps.
India's Account
Aggregator model is a
similar concept under
different regulations.

Interoperable
Consent
Frameworks

Upcoming DPDP Consent
Manager networks will
allow users to grant and
revoke consent
seamlessly across
platforms.

Technical
Readiness

FinTechs should build
APl hooks and data
architectures ready to
integrate with
standardised,
interoperable consent
frameworks.



Data Minimisation and Purpose Limitation

FinTech companies must re-examine their data collection practices. Under DPDP’s data
minimisation principle, only data required for the stated purpose should be collected and
processed. Many fintech apps request extensive device permissions or personal details
(contacts, location, etc.) — going forward, they will need to justify each piece of data.

Data Minimisation Principle

Collect only data necessary for
the stated purpose. Avoid
excessive permissions (e.g.,
contacts, location) unless
justified.

Explicit Consent for Sensitive Access

If accessing SMS or bank
balance for expense tracking,
obtain clear consent and
avoid unrelated data
collection.

Purpose Limitation Rule

Data collected for one
service (e.g., mutual fund
recommendations) cannot
be reused for analytics or
marketing without fresh
consent.

Operational Compliance

Maintain data catalogs
mapping fields to consent/legal
basis and tag data by purpose
for isolation or deletion when
complete.

Consent Lifecycle — Update Step

When introducing a new
purpose, inform users and
allow them to consent or
refuse.




Operational and Compliance
Consideration for FinTech

A

FinTech Operational
Compliance

=

At

Tech Solutions for
Compliance
Use automated deletion tools for retention

periods, encryption for data at rest/in
transit, and consent preference centers in

apps.

Multi-Regulator
Alignment

Harmonizing sectoral rules with DPDP for
consistent compliance.

User Education

Run user awareness programs on new
privacy choices to build trust and turn
compliance into a positive experience.

Industry Codes of
Practice

Collaborative development of DPDP codes
for FinTech.

Privacy as Core
Design
Treat data privacy like security—integrate

compliance into product architecture for
long-term success.




Payment Systems
and Prepaid
Instruments

A New Era of Responsible Innovation for Payment
Systems and Prepaid Instruments




Payment Systems and Prepaid
Instruments

Consent Design and Transparency

Consent design in payment services must now be extremely clear and user-friendly. Many
payment apps or wallet services traditionally bundled privacy consent with account opening.
Under DPDP, they must present a standalone privacy notice (separately from terms of service) at

or before data collection.

= 1

Enumerate Data and
Purpose

Direct Links for Rights

Include mechanisms for
consent withdrawal, data
deletion, and complaints—
e.q., in-app settings or
web portal for privacy
requests.

Privacy notice must list
personal data collected
(e.g.,name, phone, bank
details, biometric KYC)
and precise purposes
(identity verification,
transactions, fraud
detection).

il
|

Specific Consent for
Each Purpose

DPDP Rules prohibit
bundled consent.
Separate consents for
payment processing,
analytics/credit scoring,
and marketing must be
provided.

o

Redesign Consent
Flows

Optional data uses must
be truly optional; no
forcing users to accept
partner data sharing as a
condition for service.

Purpose Limitation in Data Use

Alternative Legal
Bases Disclosure

If processing under

“performance of contract”

or legal obligation, clearly
state this. Example:
PAN/Aadhaar for KYC
under law vs. contact
permission for
promotions under
consent.

Payment service providers are expected to adhere to purpose limitation strictly. They typically
collect data to complete transactions and prevent fraud — those are permissible uses. However,
many might be tempted to leverage transaction data for additional gains (like monetising
spending patterns or cross-selling financial products).




Enumerate
Data and
Purpose

Privacy notice must
list personal data
collected (e.g.,
name, phone, bank
details, biometric
KYC) and precise
purposes (identity
verification,
transactions, fraud
detection).

Direct Links for
Rights

Include mechanisms
for consent
withdrawal, data
deletion, and
complaints—e.g., in-
app settings or web
portal for privacy
requests.

Specific
Consent

DPDP Rules prohibit
bundled consent.
Separate consents
for payment
processing,
analytics/credit
scoring, and
marketing must be
provided.

Redesign
Consent Flows

Optional data uses
must be truly
optional; no forcing
users to accept
partner data sharing
as a condition for
service.

Alternative
Legal Bases
Disclosure

If processing under
“performance of
contract” or legal
obligation, clearly

state this. Example:
PAN/Aadhaar for

KYC under law vs.

contact permission
for promotions
under consent.

Breach Notification and Incident Management

Given the sensitivity of financial data, the breach notification rule (Rule 7) is vital for payment
systems. If a security incident occurs (for instance, a leak of cardholder data or wallet account
info), the provider must immediately notify all affected users, detailing the nature of personal data
compromised, potential consequences, and steps they should take (like resetting passwords).

Notify Data
Protection
Board

Notify the Data Protection
Board ("DPB") immediately
and submit a detailed
incident report within 72
hours as per DPDP Rules.

Coordinate
with CERT-In
& RBI

Comply with CERT-In's 6-
hour breach reporting and
RBI mandates; use a
coordinated incident
report for DPB, CERT-In,
and RBI.

Prepare User
Notification
Templates

Create templates for
alerting users via various
channels

Securely
Archive Data

Encrypt and access-
contrel archives
(transaction records, API
logs, login logs) to prevent
security risks.

Implement
Multi-Channel
User Alerts

Alert users through email,
SMS, and in-app
notifications

1-Year
Retention
Rule

Maintain all processing
logs and related personal
data for at least one year,

even after account
deletion, for forensic
analysis.




User-Friendly Withdrawal and Data Rights

The concept of “frictionless withdrawal” of consent is particularly emphasised for consumer-
facing services like payments. In practical terms, a wallet or payment app should allow users to
easily revoke permissions — for instance, turning off data sharing with third parties or withdrawing

consent for saved card details.

Consent Right to
L GGIENTEL Example — Erasure
Enforcement Auto-Debit : equest
If a user withdraws On withdrawal for
recurring
payments, halt

Irﬂlffﬂleéjla: yan charges and
notify dow inform biller as
needed.

Legal
Obligation
Exception

If data (e.g.,
transaction

records) must be
retained under law,
inform use
clearly. Er
non-mandatory
data.

DEIE!
Portability

Though not
detailed like GDPR,
DPDP im|
accessrights
allow u to
download
transaction history
or account data.

Complaints

Acknowledge and
resolve complaints
promptly;
unresolved cases
can escalateto
DFB.

Integration with Existing Financial Regulations

Payment and PPI providers should reconcile DPDP with the RBI’s regulations on payments.

RBI Guidelines

Aggregator/Gateway
Guidelines and PPI
Master Directions

localisation, security
standards, and

0

Tokenisation &
Minimisation
RBI prohibits storing
full card details;
tokenisation aligns
with DPDP's data
minimisation
principle.

Localisation
Payment Compliance

RBI's 2018 rule for
local storage of
mandate data payment data
means many firms
are already partly
grievance compliant with
mechanisms. DPDP localisation.

e

DPDP
Additions

DPDP introduces
children’s data
protection (verifiable
parental consent for
minors) and explicit
breach penalties.

Operational
Balance

Privacy compliance
must coexist with
uptime for critical

services; onboarding
friction (e.g., parental
consent) is a
concem.




Review Merchant Plug-ins

Ensure plug-ins capturing
customer info comply with
DPDP notice standards.

Test Consent Withdrawal

DPDP requires withdrawal to
be as easy as giving consent.
Implement toggles and verify
backend stops related
processing.

Invest in Security Tools

Deploy intrusion detection and
data loss prevention systems
to meet RBl and DPDP
expectations.

%
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Consent Screens & Languages

Update consent screens for
specific purposes; provide in
multiple languages for
“informed"” consent.

Breach Reporting Drills

Prepare for 72-hour DPB
reporting; simulate leaks and
coordinate with CERT-In and
RBI for unified incident
response.

Build Trust Through
Compliance

Clear consent flows and easy
opt-outs reduce user concerns;
long-term benefit is a
transparent, low-risk
ecosystem.

il
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Operational Strategies for Payment
Sector

Define Roles in Data Chain

Clearly assign Data Fiduciary
vs Data Processor roles among
merchants, gateways, banks;
update contracts for consent
withdrawal compliance.

1-Year Log Retention

Set up secure log management
for processing logs and
personal data retention per
DPDP; encrypt and access-
control archives.




Healthcare Systems

A New Privacy Mandate for Healthcare Systems




Healthcare Sector

Strengthened Patient Data Privacy

Hospitals and health-tech companies are now clearly recognised as Data Fiduciaries when
processing patient data. They must institute robust privacy practices for handling health records,
medical test results, insurance details, etc.

1. Privacy Notice at Data Collection

Provide notice to patients/guardians during registration or telemedicine sign-up, detailing personal health
data collected and its purposes (treatment, billing, research).

2. Explain Data Sharing Clearly

Use plain language to disclose sharing with labs/specialists for treatment (implied consent) and seek
separate consent for optional uses like research or marketing.

3. Data Minimisation Principle
Collect only data relevant to care. Review intake forms and app permissions to remove unnecessary fields.

4. Justify Sensitive Permissions

If collecting location or contacts, ensure a valid purpose (e.g., emergency contact, nearby labs) and obtain
explicit consent.

Veritiable Parental Consent for Minors

Healthcare often deals with data of children (e.g. pediatric care). The DPDP Rules mandate
verifiable parental (or guardian) consent for any data processing of children under 18.




Parental Consent for Minors

Hospitals and telemedicine platforms must obtain verifiable parental/legal guardian consent
for collecting and using a minor's health data.

Verification Mechanisms

Confirm parent identity and relationship using ID documents or government verification
systems.

Exemptions for Emergencies

DPDP allows treatment without formal consent in medical emergencies or implied consent
scenarios (e.g., school vaccinations).

Non-Emergency Digital Services

Health apps for minors must integrate parental consent flows (e.g., parent account creation
or co-authorization).

Prohibition on Tracking Children

DPDP prohibits profiling or behavioral monitoring of children unless necessary; health apps
must avoid tracking for ads.

Exemptions for Health-Related Processing

The DPDP Act acknowledges that certain health scenarios warrant processing without the delays
of consent. Section 7(5) of the Act permits processing personal data without consent in a
“medical emergency” where obtaining consent is not practicable. This would cover unconscious
patients brought to ER, disaster situations, etc.
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Emergency Public Health Research & Accountability
e Exemption for Statistics Share only necessary
Hospitals can palndemic Processing allowed data with authorised
process data without surveillance and for public interest agencies. Maintain
consent to save go"femmem research. strong security
lives. This is for reporting. Contact Anonymisation and controls at all times.
immediate care tracing is included. ethics approval are

situations. safeguards.




Data Retention and Deletion Practices

Healthcare providers must align their record retention policies with DPDP’s rules while respecting
medical record regulations. Typically, hospitals maintain patient records for a certain period due

to medical, legal, or regulatory reasons.

&

Erasure Rule

Personal data must be
erased once no longer
needed, unless retention is
required by law,

Statutory Retention
Requirements
Healthecare laws override

DPDF erasure—e.g.,
Clinical Establishment

Rules

In-patient case records: 3

years

Radiology films: 5 years

Telemedicine recordings:
30 days

Document Legal
Obligations

Hospitals must record
retention mandates
(Medical Council, Atomic
Energy, ete.) to justify non-
erasure under DPDP.

Post-Retention
Deletion

After statutory period,
delete or anonymise
records. Implement
automated retention
schedules in IT systems.

Breach Response in Healthcare

Mandatory Log
Retention

Keep processing logs for 1
year even after data
deletion for audit and
breach investigations; logs
must be secure and
minimal.

Healthcare data breaches can be extremely sensitive (exposing diagnoses, HIV status, etc.), so
DPDP’s breach notification requirements take on special significance. Hospitals and clinics must
have in place a protocol to detect and report breaches. If, say, a laptop with patient records is
stolen or a health app’s database is hacked, the entity must notify the affected patients promptly
and also inform the Data Protection Board within 72 hours with a report.

Notification
Details

Include nature of
~ data breached
(e.g., medical test
results),
implications, and
user actions (e.g.,
reset password,
beware phishing).

Sector-Specific
Escalation
If breach involves

government health
schemes (e.g.,

Ayushman Bharat),

inform relevant
authorities.

CERT-In
Coordination

Comply with
CERT-In's 6-hour
cyber incident
reporting rule
alongside DPDP
requirements.

Penalties for Non-
Compliance

Failure to notify
breaches under
DFDP attracts
explicit penalties—
under-reporting is
risky.

Preparedness &
Drills

Run breach
response drills
(e.g., ransomware
scenarios) to
ensure timely
compliance with
DPDP timelines.



Rights Portal

Hospitals should set
up a rights portal or
physical helpdesk
for requests like
correction, deletion,
or consent
withdrawal.

ABDM
Integration

Leverage Ayushman
Bharat Digital
Mission (ABDM)
Consent Manager
plugin linked to
Health IDs for
managing patient
consents digitally.

Digital Consent
for Referrals

Enable patients to
give digital consent
for referrals or data

sharing through
ABDM systems.

' W

Implementing User Rights and Grievances

Healthcare providers need to set up ways for patients to exercise their data rights without
hindering care. Under DPDP, patients (data principals) have the right to access their records,
correct inaccuracies, and even have data deleted when appropriate. Many hospitals already allow
patients to request copies of their reports or discharge summaries - this will now be a legal right.

=
Support for
Non-Tech

Patients

Provide kiosks or in-
person helpdesks
for less tech-savvy
patients to submit
privacy requests or
complaints.




Operational Challenges and
Recommendations for Healthcare

Healthcare entities often use a mix of digital and physical records. DPDP technically covers digital
personal data, which includes data initially collected non-digitally but later digitised. Hospitals

should accelerate digitisation (if not already) to manage compliance uniformly.

Follow Codes
of Practice

Adopt NDHM/ABDM standards for
e-consent and interoperability to
align with DPDP and improve
patient control.

Staff Training

Educate staff on
data protection
practices (e.g., avoid
insecure sharing via
WhatsApp, lock
systems).

Log Retention
& Monitoring

Maintain logs for 1-
year retention per
DPDP; monitor for

unauthorized
access.

Strengthen
Security
Controls

Implement access
controls, encryption
at rest/in transit, and
activity logs for
compliance and
breach detection.

Conduct Data
Audit

Identify what patient data is collected
(EMR, registration, insurance), where
stored (on-prem/cloud), who accesses

(staff, third parties), and purpose of
use.

ER
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Digital Health

Apps
Compliance

Add explicit consent
prompts for any data
sharing (e.g.,
telemedicine app
sharing with pharma
for ads is not allowed
without opt-in).

Assign Lawful
Basis

Map each data use
to a basis: consent
for treatment, legal
obligation for public
health reporting, etc.

Update
Consent Forms

Split into sections:

*Treatment consent
(covers sharing with
treating
professionals)
+Separate consent
for research or
marketing.




Cross-Sector Impacts
and Strategic
Recommendations




Cross-Sector Impacts and Strategic
Recommendations

and re:
data a
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Sector-Specific Adjustments

While DPDP is a horizontal law, each sector should interpret it in context of its domain:

Financial services

Payments Healthcare All sectors
(Banks/NBFC/Fintech) Integrate DPDP consents into mandate Work with regulators for consent Assess significant data fiduciary (SDF)
Align DPDF with REI digital banking systems. Design UI/UX to show data exemptions or simplified consent for status. If near threshold, adopt SDF-
guidelines. Createa compliance matrix protection indicators. Collaborate with routine care. Implement one-time dpdp- level compliance early—DPIAS, audits,
mapping DPDP provisions ta existing NPCI for standard consent templates. compliant treatment consent. Ensure risk assessments—to reduce exposure
programs (cybersecurity, KYC/AML). fallback for emergencies under section and prepare for designation.
Use RBls in frameworks for DPDP 7 exemptions.
security and customer communication

channels for DPDP rights.




Strategic Operationalisation Recommendations

To effectively operationalise DPDP compliance across the organisation, consider the following
strategy:

ship Inve
- Phase 2 (6—

a governance structure \ =
- d management,

Plan DPDP
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